
 

User Interface 

This file describes the plug-in’s user interface. 

1  Preference page - Home 
This page is dedicated to present all the authors and contributors of the plug-in. 
 

 
  



 2 

2  Preference page - Security Vulnerabilities 
This page is responsible for two aspects of the plug-in. 

2.1  Supported Security Vulnerabilities 
It lists all the supported security vulnerabilities. The developer chooses which of them 
should be monitored. 
 

All the supported vulnerabilities: Command Injection, Cookie Poisoning, Cross-Site 
Scripting (XSS), Path Traversal, Security Misconfiguration, SQL Injection and 
Unvalidated Redirecting can be studied at:  
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 

2.2  Which projects should be monitored 
It lists all the open projects in the current Workspace. The developer chooses which of 
them should be monitored. 
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3  Preference page - Settings 
This page is responsible for two aspects of the plug-in. 

3.1  Running mode 
The developer can choose when the plug-in should performs its verifications. The 
options are on every save or manually. The first option is the recommended one.  
The manually mode is not implemented on the current version. 

3.2  Output 
Although on this prototype the only option of output is the Eclipse Security View, we 
believe that other options, such as, XML file or Text file can be interesting if the developer 
wants to export the results into an other application, i.e. Statistical or Logging tool. 
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4  Menu 
The developer also has the option to enable or disable the detection on any open project 
by right clicking on it and selecting one of the two options. 

4.1  Enable and Disable 
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5  Editor 

 

5.1  Markers 
When a vulnerability is detected, a marker is added to the editor. We believe developers 
are used to this behavior. Because it is the same approach Eclipse uses when a syntax 
error is detected. 

 

5.2  Security Vulnerabilities View 
The plug-in creates a view where all the detected vulnerabilities are displayed with their 
full information. 
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6  User interaction with the detected vulnerabilities 
The developer can click on the markers and some options related to the detected 
vulnerability will appear. 

6.1  Sanitize element 
On this version, if the developer clicks on the option Sanitize this element, a comment 
with a FIXME is added to the source code. We believe there is more study to be 
performed in order to know the best way to refactor each security vulnerability. 

 
 

 

6.2  Ignore Warning 
If the developer clicks on the option Ignore this warning, the marker is deleted and the 
plug-in no longer consider this element vulnerable. 

 

 


